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SFC issues FAQs for compliance with electronic data 

storage rules 
 

Alwyn Li and Rakhi Punjabi  
 
On 10 December 2020, the Securities and Futures Commission (SFC) issued Frequently Asked Questions (FAQs) 
providing guidance to licensed corporations (LCs) on how to meet the obligations in its 31 October 2019 circular on use 
of external electronic data storage providers (EDSP). The SFC also made consequential amendments to its Frequently 

Asked Questions on the premises for business and record keeping. 
 
The FAQs aim to simplify compliance with the circular, addressing a number of implementation issues that the industry 
has been grappling with since its introduction 13 months ago (see our previous articles here). Below, we summarise the 
key points in the FAQs. 
 
EDSP MICs 

 
i.  Criteria for the appointment of managers in charge (MICs) for the purposes of the EDSP circular 

 
The FAQs clarify that the key consideration for LCs in selecting EDSP MICs should be whether the individual has the 
authority within the organisation and its corporate group to give effect to and secure the discharge of their responsibilities. 
Notably, the SFC does not expect EDSP MICs to have in-depth technical knowledge or expertise in relation to the use of 
EDSPs or electronic storage, but rather expects EDSP MICs to have a general understanding of how the LC’s regulatory 
records are stored with its EDSPs.  
 
ii.  Flexibility on the appointment of the EDSP MICs 

 
According to the circular, an LC is required to designate at least two MICs as EDSP MICs. However, the SFC recognises 
that it may not be feasible for some LCs to identify two MICs ordinarily resident in Hong Kong with the appropriate 
qualifications. It will now accept, on a case-by-case basis, the appointment of one MIC or responsible officer (RO) ordinarily 

resident in Hong Kong as the EDSP MIC, subject to the following: 
 
a. the LC also identifies a delegate of the EDSP MIC or RO who can discharge the EDSP MIC or RO’s responsibilities 

when they are not available; 
 
b. where the SFC permits a single EDSP MIC, the SFC expects that individual to ordinarily be the MIC of the Overall 

Management Oversight function, unless the SFC is satisfied that another MIC is in a better position to assume the 
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role; and 
 
c. the LC may only appoint an RO ordinarily resident in Hong Kong as the EDSP MIC where there is no other MIC 

ordinarily resident in Hong Kong to assume the role. 
 
iii. Clarification of the meaning of ‘possession of all digital certificates, keys, passwords and tokens’ 

 
The requirement in the circular that each EDSP MIC have in their possession all digital certificates, keys, passwords and 
tokens does not refer to actual physical possession of these items. Instead EDSP MIC(s) should have the authority and 
ability to gain possession of, or procure these items as necessary to discharge their functions under the circular. 
 
EDSP undertaking 

 
i. Acceptable alternatives to the EDSP undertaking 

 
Where an LC’s regulatory records are kept exclusively with an EDSP, the circular requires the LC to obtain an undertaking 
from its EDSP (in the case of a non-Hong Kong EDSP) or a countersigned notice (in the case of a Hong Kong EDSP), 
requiring the EDSP to provide the LC’s regulatory records to the SFC as necessary. 
 
Following industry concerns on the feasibility of this approach (see our article here), the SFC will now accept an 
undertaking from the EDSP MIC(s), provided the LC fulfils certain conditions as set out below. The undertaking must be 
substantially in the form of the template set out at Appendix 1 to the FAQs (Undertaking). Amongst other obligations, the 

terms of the Undertaking require the EDSP MIC(s) ‘to confirm and undertake to the SFC that they have the authority to 
give effect to, secure the full compliance of and discharge of responsibilities under the Undertaking and the Circular at all 
times’. The FAQs further state that LCs may ‘approach the SFC to propose or discuss other alternatives which may satisfy 
the SFC’s regulatory objectives and requirements’, indicating the SFC may be prepared to accept some flexibility on this 
issue. 
 
ii. Conditions for use of the Undertaking 

 
In order to make use of the Undertaking, the LC: 
 
a. is required to maintain an ‘Access Map’; a document which must provide an overview of how electronic regulatory 

records are stored exclusively with affiliates and/or EDSPs. The Access Map must be kept accurate, up-to-date 
and available for the SFC’s review within two business days upon request; 

 
b. must ensure performance of a daily backup (and period testing of the backup procedure) so that complete and up-

to-date records are maintained to account for client transactions, outstanding client positions and client assets held 
by the LC or its associated entity; and 

 
c. must ensure that regulatory records sufficient to account for outstanding client positions and client assets held by 

the LC or its associated entity are readily accessible by the LC, in the event that the third party storing the regulatory 
records suffers from any operation or financial failure. The FAQs stipulate additional requirements if the LC is an 
exchange participant, a client of an exchange participant or clearing participant, and it has at least one client which 
is not its affiliate. 

 
SFC prior approval for storage of regulatory records with LC’s affiliates 
 

The circular requires LCs to apply for SFC approval of the premises where they exclusively store their regulatory records 
under section 130 of the Securities Futures Ordinance (SFO). However, after publication of the circular the SFC learned 

that a number of LCs were already using affiliates outside of Hong Kong for the exclusive storage of regulatory records. 
The SFC has clarified that the circular was not drawn up with these LCs in mind, and that these FAQs are applicable to 
LCs that keep regulatory records exclusively with their affiliates, whether in or outside Hong Kong. 
 
i.  Required steps for an LC that already keeps regulatory records exclusively with an affiliate without prior 

approval 

 
The FAQs require LCs that already keep their regulatory records exclusively with an affiliate or EDSP engaged by such 
affiliate, (whether a Hong Kong or non-Hong Kong entity) without prior approval under s130, to: 
 
a. notify the SFC without undue delay; and 

https://www.deacons.com/news-and-insights/publications/treatment-of-cloud-computing-in-iosco%E2%80%99s-consultation-on-outsourcing.html
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b. apply for approval under s130 of the SFO as soon as practicable. 
 

The FAQs on premises for business and record keeping contain further details about the application. The application 
should be accompanied with the LC’s EDSP MIC(s) providing the same Undertaking as required for the use of non-affiliate 
EDSPs, and meeting the same conditions for the use of the Undertaking. 
 
ii. Applicability of certain parts of the circular and FAQs to LCs that keep regulatory records with affiliates 
 

In the FAQs the SFC has clarified that certain obligations under the circular and the FAQs are applicable to LCs that store 
regulatory records with affiliates (exclusive or otherwise). This is in line with the SFC’s reminder in the FAQs that: 
 

a. where a LC chooses to use affiliates (regardless of whether they are in Hong Kong) for the storage of its regulatory 
records, the LC is expected to properly manage the risks associated with the delegation or outsourcing 
arrangements; and  

 

b. the SFC’s usual stance on outsourcing will apply in relation to affiliates for this purpose, i.e. that a LC may delegate 
certain activities or functions to another entity, but it cannot delegate away its regulatory responsibilities. 

 
Audit trail 
 

The FAQs clarify the information to be maintained in the audit trail for the purposes of compliance with the circular. The 
key consideration is whether the information will enable the LC and the SFC, with reasonable expediency, to uniquely 
identify each user responsible for creating, modifying or deleting regulatory records. 
 
 

A revisit of director eligibility and duties for Hong Kong 

OFCs 
Fiona Fong and Sarah Lau 

 
With the growing popularity of the Hong Kong open-ended fund company (OFC) structure following revisions to the OFC 

Code in September 2020, fund managers are increasingly looking at practical considerations when planning ahead on the 
establishment of new OFCs. One of the key areas is the appointment of the OFC’s board of directors. 
 
The key operators of an OFC are the directors, the investment manager and the custodian. Currently, the board of an OFC 
must have at least two directors who are natural persons aged 18 or over, and at least one director must be independent 
from the custodian, i.e. he or she cannot be a director or employee of the custodian. A body corporate must not be 
appointed as a director of the OFC. In addition, a person who is an undischarged bankrupt must not be appointed as a 
director, except with the leave of court. Where an overseas director is appointed, a processing agent must also be 
appointed. 
 
To be eligible for appointment as an OFC director, he or she must be of good repute, appropriately qualified, experienced 
and proper for the purposes of carrying out the business of the OFC. The appointment of the directors as key operators of 
the OFC requires the approval of the Hong Kong’s Securities and Futures Commission (SFC) and in considering whether 

a person satisfies the above eligibility requirements, under the OFC Code, the SFC may take into account, amongst other 
things, (i) such person’s relevant qualifications and/or experience; and (ii) whether the person or any business with which 
the person has been involved, has been held by any court or competent authority to have breached any company, 
securities or financial market laws and regulations, have been held for fraud or other misfeasance, or has been disciplined 
by, or disqualified from, any professional body. 
 
As a key operator of the OFC, the directors are required to comply with the spirit of the OFC Code’s General Principles 
when administering, managing or dealing with any matters relating to the operation of an OFC including the following: 
 

 acting fairly; 

 diligence and competency; 

 proper protection of assets; 

 management of conflicts of interest; 

mailto:fiona.fong@deacons.com
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 disclosure; 

 regulatory compliance; and 

 compliance with constitutive documents. 
 
The directors will also owe statutory fiduciary duties and a duty to exercise reasonable care, skill and diligence to the OFC 
in the same manner as a director of an ordinary Hong Kong limited company. However, the OFC directors will also 
specifically be required to use reasonable care, skill and diligence to oversee the activities of the investment manager and 
custodian as part of their overall duty to oversee the operations of the OFC. 
 
 

SFC issues consultation conclusions and revised REITs 

Code 
 
Eve Leung and Kristal Lai 
 
Hong Kong’s Securities and Futures Commission (SFC) revised the Code on Real Estate Investment Trusts (REITs) after 

a two-month consultation on the proposed amendments. The revised Code on REITs can be viewed here. 
 
Key changes to the Code on REITs include: 
 
(a) allowing a REIT to invest in minority-owned properties subject to various conditions; 
 
(b) allowing more flexibility in investments in property development projects; 
 
(c) increasing the borrowing limit from 45% to 50% of gross asset value; and 
 
(d) aligning the requirements applicable to connected party transactions and notifiable transactions with the 

requirements applicable to listed companies. 
 
The vast majority of respondents to the consultation were supportive of the SFC’s proposed amendments. The SFC made 
some modification to their proposals in light of the comments received, especially clarification in relation to investments in 
minority-owned properties. 
 
The revised Code on REITs became effective upon gazettal on 4 December 2020. For connected party transactions which 
were entered into before that date, a transitional period of six months is provided for REITs to comply with the revised 
requirements. 
 
The SFC provides further guidance by way of Frequently Asked Questions on their website here. 
 
The SFC’s consultation conclusions can be viewed here. 
 
 

Hong Kong SFC licensing and compliance hints 
 
Tani Tong 
 
Can legal and compliance teams help senior management with SFC disclosure questions? 

 
Of course they can help but many people have been involved in incidents in their past of which the legal and compliance 
department team members cannot possibly be aware. This means that before anyone, including the president or CEO of 
a company, signs any regulatory personal disclosure document prepared by anyone else, they must read the document 
very carefully themselves and be given an opportunity to raise questions in a very confidential environment and revise the 
responses if need be. 
 
SFC notifications of cessation and gardening leave 

 
Clients are sometimes confused about when a responsible officer (RO) or other member of staff who goes on gardening 
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leave prior to the cessation of their employment, ceases conducting regulated activity for the purposes of the timing of the 
various cessation related SFC notifications. Under s126(4)(a) of the Securities and Futures Ordinance, the approval of an 
individual as an RO is deemed to have been revoked if s/he ceases to act as a licensed representative. Since staff 
members who are on gardening leave no longer perform work duties, their approval as an RO has already been revoked 
by operation of law. This means that once an RO or other staff member is on gardening leave, the person and the licensed 
corporation each need to submit SFC notifications within seven business days, and include an updated organisational 
chart. If the RO is also a Manager-In-Charge/Emergency Contact Person/Complaints Officer, this will need to be reflected 
in the chart. 
 
SFC notification when RO is appointed to board 

 
If an RO is also appointed to the board of directors of the company, a “Supplement Form – Individual’ will need to be 
submitted to the SFC by the company and the individual within seven business days of the appointment. They can use 
the same form and the RO will only need to fill in the “directorship and business interest” and “fitness and properness” 
sections. 
 
Corporate structure changes - SFC steps 
 

SFC pre-approvals 
 
Under the Securities and Futures Ordinance, any person who/which (whether on their own or with their “associates”), has 
(i) a greater than 10% direct interest; or (ii) a 35% or more indirect interest, in an SFC licensed corporation, is considered 
a “substantial shareholder”. This means that if a change in a firm’s shareholding structure will lead to the firm having a new 
substantial shareholder, the new substantial shareholder will have to have obtained pre-approval from the SFC before the 
transaction can close. As part of this process, each of the directors of a new corporate substantial shareholder applicant 
will also need to complete SFC forms. 
 
SFC post-notifications 
 
Whether or not the change in the shareholding structure requires the SFC’s pre-approval, the licensed corporation will 
need to notify the SFC of the change within seven business days. 
 

Recent publications 

 

China finally amends its Patent Law – Part 1: Enforcement 
 
Three month time limit to set aside an arbitral award will rarely be extended 
 
When will an omission attract liability in negligence? 
 
Court makes it clear that prosecution decisions are only amenable to judicial review in very limited circumstances 
 
Mainland China and Hong Kong sign Supplemental Arrangement on mutual enforcement of arbitral awards 
 
When will an arbitration clause apply to bill of exchange disputes? 
 
OGP or not to OGP? That is the question… 
 
Abolition of double ad valorem stamp duty on non-residential property transactions 
 
Can a tenant claim that a tenancy agreement has been frustrated by reason of COVID-19 or social unrest? 
 
Year in Review: Employment Law 2020 
 
New rules on mortgage rights in the Civil Code 
 
Long hair or short hair? That’s the question…finally answered by the Court of Final Appeal! 
 
Hong Kong Monetary Authority ("HKMA")’s expectations on remote on-boarding of corporate customers 
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Guideline on Oversight of Designated Retail Payment Systems (“Guideline”) 

 

The Hong Kong Institute for Monetary and Financial Research (“HKIMR”) releases report on “Artificial Intelligence in 
Banking: The Changing Landscape in Compliance and Supervision” 

 

Hong Kong Monetary Authority (“HKMA”) develops two-year roadmap to promote Regtech adoption 

 

Financial Stability Board (“FSB”) provides Global Stablecoin Regulatory recommendations and timeline in final report 

 

Policy Address 2020: Creating job opportunities 
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